CSCI 112 


        Final Exam Study Guide

 
  Fall 2012
The final exam will be approximately evenly divided between conceptual questions and computational questions.  It will be open-book and open-notes.  Do not make the mistake of thinking this means you do not have to study.  You will not have time to look everything up.

Here is what you should do to prepare for the final exam.
1. Review all of your old homework assignments.  You should make sure you still remember how to do the ones you got right, and figure out how to do the ones you got wrong.

2. Review the midterm exam, making sure you know how to do all of the problems on it.
3. Review chapters 1-5 of the textbook and refresh your memory on the key terms and ideas.

4. Review the handouts posted on the schedule.
5. Be able to answer questions like:
a. What is overflow?  What is a truncation error?  Are they related problems or totally different problems?
b. Why is it important to have an understanding of how computers represent information?  In particular, why is it important to understand how integers and real numbers are stored?

c. What are the three steps in the machine cycle?  Describe what happens during each step.

d. What are the CPU, ALU, and Control Unit?

e. What two special purpose registers are contained in the control unit?  What is the purpose of each?
f. What is DMA, and what are the advantages and disadvantages of it?

g. What is pipelining?  If a program contains 6 instructions, it would take 6*3 = 18 steps to execute it without using pipelining (3 steps for each instruction—fetch, decode, and execute). How many steps would it take if pipelining were utilized?

h. What is the difference between multitasking and multiprocessing?
i. What is booting?  Why do computers need to boot? Is it possible to make a computer that does not have to boot?  Explain.
j. What is a process? interrupt? context switch?
k. What is a semaphore?  When/why is it useful?
l. What is a bottleneck?  Describe at least 2 different places (in the context of computer science) where bottlenecks can be a problem.

m. What is deadlock?  What are the three conditions which must be satisfied in order for deadlock to be possible?  What is starvation and how is it similar/different than deadlock?
n. Define each of the following, and indicate the key differences in each: repeater, hub, bridge, switch, router, gateway.

o. What is DNS? (What does it stand for, what does it do, how does it do it?)  

p. What does the ARP protocol do?

q. What are the network identifier and host address, and how are they related to an IP address?
r. What port numbers correspond to HTTP and SMTP?  What is each protocol used for?

s. What do HTML, URL, HTTP, SMTP, and XML stand for? What are they?
t. What are the 4 layers of the TCP/IP protocol?  What is the purpose of each? 

u. What is the difference between an IP address, an Ethernet Address, and a port?  What TCP/IP layer(s) is concerned with each of these?
v. Define each of the following, making clear the differences between each: virus, worm, spyware, spam, phishing, snooping, sniffing, spoofing.
w. What is a proxy server? firewall?  How are they different, and what do they have in common?
x. What is public-key cryptography? private-key cryptography? Authentication?

y. What is an error-correcting code?  Give several examples of error-correcting codes.
z. What is the purpose a data compression?  Give several examples of data compression techniques.

Finally, here are some question types likely to appear on the exam.  It is not exhaustive, but it should give you a pretty good idea of the types of questions you can expect.
1. Compare two alternatives and determine which is better (or decide there are tradeoffs and neither is always better).  For instance, 32-bit floating point versus 32-bit two’s complement, multiprogramming versus multiprocessing, router hub versus switch, etc.

2. Perform computations related to pipelining (e.g. assuming a machine has a machine cycle with 8 steps, how much faster is pipelining versus normal execution?)

3. Determining what each of the TCP/IP layers does/cares about (e.g. ports, IP addresses, routing traffic, splitting packets, etc.).
4. Given a TCP/IP packet, understand how to read and interpret all of the parts.

5. Understand subnet masks are and how to use them to determine things.  This of course includes translation back and forth between IP addresses and binary.

6. Identify possibilities of deadlock/starvation in a given scenario.

7. Encryption, compression, and or error-correction computation.

8. A memory hierarchy computation.

9. A basic units computation (Number of pictures you can store on a flash drive, how long it would take to fill up your hard drive from a DSL modem, etc.)

10. Work through instructions from the book’s machine cycle.

11. Perform a computation related to the limits of what can be stored in an integer (likely in two’s complement with 16, 32, or 64 bits) or a floating point number (likely 32-bit or 64-bit).  For instance, can you store the price of a typical house in a 16-bit integer?  Or Donald Trump’s net worth accurate to the penny in a 32-bit floating-point number?

12. Although there will probably not be problems specifically asking you to convert from one thing to another (e.g. hex to binary, or binary to decimal), you will likely need to be able to do this for one or more problems.
